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Improving user protection and security in cyberspace

Motion for a resolution
tabled by Mr Axel E. FISCHER and other members of the Assembly

This motion has not been discussed in the Assembly and commits only those who have signed it

The Parliamentary Assembly is concerned that technological and commercial innovations in Internet and other 
digital information and communication media are taking place without an adequate analysis of the interests of 
the weakest part in this process: the user or consumer. For nearly a century, consumer protection principles 
have been established for traditional commerce of goods and services. However, they are more or less 
absent in modern cyberspace. Voluntary self-regulation by Internet stakeholders falls short of the legitimate 
expectations of protection.

In their use of the Internet, people come into contact with a multitude of intermediaries and software 
applications of third parties without knowing. Users of mobile communication devices change their 
intermediaries while moving. The Internet of things, cloud computing, social networks, peer-to-peer networks 
and other collaborative Internet services, for example, blur the enforceability of user rights and freedoms as 
well as the applicability of national law and the jurisdiction of domestic courts.

Individual users and our societies as a whole depend increasingly on Internet and other digital media services. 
Digital news services, e-learning, e-work, e-commerce, e-banking, e-administration, e-government, e-security 
systems and e-medicine are just a few examples. Shortcomings and failures may produce huge damages.

Greater transparency and accountability are necessary for improving security in cyberspace. The Assembly 
recommends that standards should be developed for user protection and security with regard to the Internet 
and new information and communications services.

Signed (see overleaf)
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Signed1:

FISCHER Axel E., Germany, EPP/CD
BOLDI Rossana, Italy, EDG
CONNARTY Michael, United Kingdom, SOC
FLEGO Gvozden Srećko, Croatia, SOC
FRANKEN Hans, Netherlands, EPP/CD
FRONC Martin, Slovak Republic, EPP/CD
GRAHAM Sylvi, Norway, EPP/CD
HAUPERT Norbert, Luxembourg, EPP/CD
HEALD Oliver, United Kingdom, EDG
JENSEN Mogens, Denmark, SOC
JOHANSSON Mats, Sweden, EPP/CD
JOHN-CALAME Francine, Switzerland, SOC
JÓNSSON Birkir Jón, Iceland, ALDE
KAŹMIERCZAK Jan, Poland, EPP/CD
KOVÁCS Elvira, Serbia, EPP/CD
KUMCUOĞLU Ertuğrul, Turkey, EDG
LIDDELL-GRAINGER Ian, United Kingdom, EDG
MARLAND-MILITELLO Muriel, France, EPP/CD
MUÑOZ-ALONSO Alejandro, Spain, EPP/CD
POSTANJYAN Zaruhi, Armenia, EPP/CD
RIHTER Andreja, Slovenia, SOC
SANNEN Ludo, Belgium, SOC
ÜNAL Mustafa, Turkey, EPP/CD

1. ALDE: Alliance of Liberals and Democrats for Europe
EDG: European Democrat Group
EPP/CD: Group of the European People's Party
SOC: Socialist Group
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